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Privacy issues are major concerns in disclosing sensitive personal information such as health-related 
information.  This study investigates the impact of personal dispositions on forming privacy concern and 
trust in context of disclosing personal health information online, based on utility theory and prospect 
theory.  The study is among the first to provide a comprehensive list of constructs related to the personal 
dispositions in this context. The conceptual model shows health status, personality traits, culture, prior 
privacy invasions and experience with the website as salient constructs, which form individuals’ personal 
dispositions in their encounter with online requests for personal health information. Data were collected 
using a lab experiment. The results show that personal dispositions have significant impacts on factors that 
determine privacy concern, trust, and intention to disclose personal health information online. This work 
contributes to the research in health information privacy concern based on utility and prospect theories 
and sheds some light on the role of culture in the examination of privacy-trust constructs. Furthermore, the 
results of this study could be of use for web-based healthcare providers and other health-related websites, 
which collect personal information from their clients online. 
Keywords: Health information sensitivity, privacy concern, trust, culture, personality. 
 
Introduction  
Online users have serious privacy concerns about how personal health information is used, disclosed, or protected 
and the degree of awareness and control people have regarding their information (Westin 2006). They are concerned about 
possible economic or social harm that may result from misuse of such information (Luck et al 2006). Moreover, with the 
advent of the Health Insurance Portability and Accountability Act (HIPAA), privacy concerns related to health information 
have been elevated to the forefront (Lazarou et al. 1998).  
Individuals have high level of privacy concerns—88.2% Internet users have expressed concern about the privacy of 
their personal information (The digital future report, USC, 2004). Evidence suggests that privacy of health information is of 
focal concern for individuals (Bodenheimer et al. 2003; Cantor 2001; Harris-Interactive et al. 2002; Masys et al. 2002; 
Shortlife 1999; Westin 2003). Rindfleisch (1997) argues that because of health information privacy concern, individuals 
avoid healthcare in sensitive areas. In the same vein it could be argued that because of the fear of loss of the health 
information privacy, individuals may tend to avoid online healthcare especially in those areas which they consider sensitive. 
Rindfleisch (1997) provides several reasons for health information privacy concerns:  (i) fear of discrimination by employees 
and insurance agencies; (ii) information once distributed cannot be made secret again; (iii) medical personnel may release 
health information out of curiosity, spite, revenge or profit; and (iv) once information leaves the hands of direct care provider, 
its use and control are subject to the ethical practices of the “secondary” user.   
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There is a difference between “psychological” privacy and “information” privacy. However, both views regard 
privacy as a personality disposition or an individual level phenomenon (e.g., Malhotra et al. 2004; Pedersen 1969). 
“Psychological” privacy, as defined by Pedersen (1969), comprises of six dimensions: reserve, isolation, solitude, intimacy 
with friends, intimacy with family and anonymity. “Information” privacy, on the other hand, is about being in control of 
information, calculus of information exchange and trust that the collector of information will behave appropriately (Xu et al 
2006). Westin (1967) has defined information privacy as the “claim of individuals, groups, or institutions to determine for 
themselves, when, how, and to what extent information about them is communicated to others” (p.7). Cespedes and Smith’s 
(1993) definition is “protection against unwarranted uses of personal information with minimal damage” (p.8). In this study, 
we focus on how salient personal dispositions impact information privacy concern and trust, which in turn influence the 
intention to disclose personal health information online. 
The prospect theory argues that decision making is a psychological analysis of risk and value, which inherently 
depends on one’s personal disposition.  In a similar vein, the utility theory and its application in the choice theory posit that 
consumer preferences are a function of their personal characteristics.  Disclosing health information online is a decision that 
individuals have to make in their encounter with online healthcare providers.  Hence, we argue that personal dispositions 
influence constructs that are salient in disclosing online information.  These salient constructs are perceived information 
sensitivity, privacy concern, trust, and risk beliefs.  Hence the research question in this study is: how salient personal 
dispositions (such as personality, health status, culture, and web experiences) impact sensitivity of health information, 
privacy concern and trust levels in decision to provide personal health information online? 
 
Literature Review and Research Model 
 
Contemporary utility theory (as applied in arguments of choice theory) assumes that people make choices by 
maximizing their utility function that comprises of multiple choice alternatives or contributors (Ben-Akiva and Lerman 1985; 
Luce 1959; McFadden 1986; 2001). These alternatives (or contributors) are compensatory in nature in such a way that utility 
alternatives offset the disutility alternatives. McFadden (2001, pg. 356) argues that “the expressed preferences of the 
consumers are functions of their taste template, experience, and personal characteristics, including both observed and 
unobserved components”. The differences in individuals’ utility stem from their personal dispositions. 
Arguing in terms of utility theory, we believe that for the visitors of a health website, the utility is the health services 
that a website provides. Since people in general regard their health information to be private, providing personal health 
information is a disutility attribute. This disutility may be further aggravated or reduced depending upon other contextual 
factors such as privacy concern (disutility-aggravator) and trust in the website (disutility-reducer). Moreover, there are always 
personal preferences attached to the way people make decisions, including the decision to provide personal health 
information online. The modern decision making theory posits that decision making is not a rationalized process.  This is 
fully reflected in the prospect theory, which shows how personal biases and psychological states influence behavior under 
uncertain conditions (Tversky and Kahenan 1986).  
We argue that in disclosing personal health information, a number of psychological and physiological dispositions 
influence individuals’ beliefs, including their health status, personality traits, culture, and web experiences, as shown in 
Figure 1 and discussed below.  
 
Health Status 
Tisnado et al (2006) examined the impact of demographics and health status on the level of concordance (agreement) 
between the actual health records and self-report health information. They found that the concordance varied significantly 
only by the patient health status. Those who perceive their health to be “poor” are more sensitive about their health 
information than others. Patients are concerned that once information is released it cannot become secret again (Rindfleisch 
1997). Thus, we argue that perceived health status would impact perceived health information sensitivity.   
Hypothesis 1: Perceived poor health status will be positively associated with perceived health information sensitivity.  
 




It is widely accepted that perceived sensitivity of information varies with individual differences (Nowak and Phelps 
1992; Phelps et al 2000; Sheehan and Hoy 2000). Previous research by Stone and Stone (1990) has also argued for links 
between a number of individual traits and values and information privacy issues. Moreover, in the psychology literature, 
Pedersen (1982) demonstrated that privacy choices are associated with personality characteristics.   
Personality is an intransient dimension. It is noted that personality demonstrates a greater consistency along the time 
(Lastovicka and Joachimsthaler 1988). Personality traits influence the perception of information sensitivity. Based on the 
utility theory, Stone and Stone (1990) argue that individuals tend to maximize their positively valued outcomes and tend to 
minimize their negatively valued outcomes. Using previous privacy studies they demonstrated that by protecting their privacy, 
individuals want to maximize their physical and psychological well being and to minimize their physical and psychological 
harm. Since psychology is vastly an individual level attribute, the notion that privacy is inherently a personality trait holds 
ground. Berscheid (1977), Cozby (1973), Stone (1986) and Stone and Stone (1990) are among several researchers who have 
argued for the relationship between personality trait of introversion-extroversion and privacy orientation.  
Basing their organizational privacy model on theories of motivation, advanced by Porter and Lawler (1968) and 
others, Stone and Stone (1990) maintain that personality impacts cognition, which impacts motivational forces that in turn 
lead to behaviors. In the same vein it could be argued that personality traits impact perceived sensitivity of health information, 
which is a cognition process where one evaluates a piece of health information from the perspective of positive and negative 
possible outcomes. 
Furthermore, Karahanna et al. (2005) also argue that personality traits influence cognitive beliefs.  We argue that 
perception regarding the sensitivity of information is a cognitive belief, which is influenced by personality traits. 
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Perceived Health Information Sensitivity  
 
Previous privacy studies have found that consumer willingness to disclose personal information depends on 
sensitivity of information (Malhotra et al 2004; Milne 1997; Nowak and Phelps 1992; Phelps, Nowak and Ferrell 2000; 
Sheehan and Hoy 2000). Wang and Petrison (1993) noted that consumers’ reaction to privacy threats depend on the type of 
information requested by marketers. Echoing the similar thoughts, Milne (1997) observed that when obtaining information 
from people, compliance rates vary according to the relative sensitivity of the information requested. Hence, we argue that 
information sensitivity will be directly associated with privacy concern regarding personal health information. 
Hypothesis 3: Perceived health information sensitivity is positively associated with privacy concern about disclosing 
personal health information.  
 
Culture 
Culture has been defined as the “collective programming of the mind which distinguishes the members of one 
human group from another” (Hofstede 1980, pg. 260). Research involving national cultures is usually divided into two 
streams: one which involves the samples in two or more different countries (e.g., Gefen and Heart 2006; Rose and Straub 
1998; Straub et al. 1997) and second which examines individual’s espoused national culture values irrespective of where he 
or she is living (e.g., Gallivan and Srite 2005; Karahanna et al 2005; McCoy et al 2005; Srite et al 2006; Straub et al. 2002). 
Considering the fact that culture is manifested at individual level (Straub et al 2002), it will be interesting to examine how the 
“espoused” national culture values impact trust and privacy concern. Hofstede (1980) defined that there are four dimensions 
of culture: masculinity/femininity, individualism/collectivism, power distance, and uncertainty avoidance. He later added 
long term vision as the fifth dimension. Extending the Hofstede’s (1980) dimensions, Globe-study (House et al. 2004) 
illustrates that there are two broad categories for cultural dimensions: practices and values.   
Culture has been modeled in different ways in IS studies. Some researchers (e.g., Srite et al 2006) have posited 
interaction effects while others (e.g., Karahanna et al 2005) argue that culture directly impacts cognitive beliefs, values and 
social norms.  
 
Culture & Privacy Concern  
 
Westin (1967) observed that every society values privacy in some form, but expressions of privacy differ 
significantly across cultures. Furthermore, Stone and Stone (1990) also argued for links between a number of individual traits 
and information privacy issues. Milberg et al (1995) conjectured that “it seems likely that associations between cultural 
values and information privacy concerns may also exist” (Milberg et al 1995 pg. 68). Milberg et al (1995) posited that 
individualism, power distance, and high uncertainty avoidance will be positively correlated with higher privacy concerns.   
Even though there are many studies comparing privacy concern across borders (e.g., Dinev et al. 2006), this study is 
among the first to examine the espoused national cultural values, as discussed by Srite et al (2006). To keep the number of 
dimensions at a manageable level in the model, we focus on three more salient dimensions of culture: masculinity /femininity, 
individualism and humane orientation, the first two are from Hofstede’s work and the last is based on the Globe study (House 
et al. 2004).    
There is evidence that femininity is salient in privacy concern.  Even though it is generally believed that women are 
more forthcoming (Hofstede 1980) and they should disclose more than men (Darlega and Chaikin 1977), Rosenbaum (1973) 
argues that women are more concerned about their sensitive information, including those related to their personal history and 
interest. Furthermore, individualism is more about “I” than it is about “we”. Generally, the individualists believe in the “right 
to private life.” Moreover, people who have high humane orientation are more forthcoming (House et al. 2004).  Hence, 
Hypothesis 4a: Femininity is positively associated with privacy concern. 
Hypothesis 4b: Individualism is positively associated with privacy concern.   
Hypothesis 4c:  Humane orientation is negatively associated with privacy concern. 
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Culture & Trust 
There has been an extensive study on the linkages between trust and culture. Researchers observe that trust and 
national culture are closely related (Gefen and Heart 2006; Doney, Cannon and Mullen 1998; Fukuyama 1995; Hofstede 
1980); and that effects of trust are determined by culture (Doney et al 1998; Fukuyama 1995; Zucker 1986). Using 
respondents from US and Israel, Gefen and Heart (2006) argued that cultural differences would impact the trusting beliefs 
such that higher individualism and higher degree of uncertainty avoidance (low tolerance for uncertainty) each would be 
associated with higher trusting intentions whereas power distance would be associated with lower trusting intentions (Shaffer 
and O’Hara 1995; Shane 1992).   We argue that cultural dimensions of femininity, humane orientation and individualism 
influence trust.   
In their study on web documents, Zahedi et al (2006) found that femininity is characterized by belief signifiers such 
as relationship and relationship building, commitment, togetherness, and getting personal. In relations building, trust plays an 
important role (Cottrell et al. 2007).  Hence, femininity would positively influence trust.  Furthermore, people who have high 
humane orientation are more trusting and forthcoming (House et al. 2004). Moreover, Huff and Kelly (2003) in their study of 
seven-nations found that propensity to trust is higher in organizations from individualist cultures than from collectivist 
cultures. They argued that individualism is related with out-group trust, and collectivism is related with in-group trust. 
Individualists develop trust on outsiders easily, and collectivists are more skeptical of outsiders. In the same vein, it could be 
argued, that individualists are more trusting of the Internet and the health websites in particular. Hence, 
Hypothesis 5a: Femininity is positively associated with trust. 
Hypothesis 5b: Humane orientation is positively associated with trust. 
Hypothesis 5c:  Individualism is positively associated with trust. 
 
Previous Online Privacy Invasion 
 
Culnan (1993) and Stone et al. (1990) argued that previous privacy invasion could affect individuals’ concerns for 
privacy. In another study, it has been shown that previous privacy invasion is negatively associated with willingness to be 
profiled online (Awad and Krishnan 2006).  
According to integrative social contract theory (ISCT) (Donaldson et al 1994; 1995; 1999) members of a given 
community or industry behave fairly if their practices are governed by social contracts. Whenever customers provide their 
information to the online vendors, a social contract is created. “A social contract is initiated, therefore, when there are 
expectations of social norms (i.e., generally understood obligations), that governs the behavior of those involved” (Caudill et 
al. 2000 pg.14). This social contract ensures that the collector will undertake the responsibility to manage consumers’ 
personal information properly (Caudill et al 2000; Culnan 1995; Milne et al 1993; Phelps et al 2000). This implied 
“psychological” (Pavlou and Gefen 2005) contract is considered breached if the consumer perceives that her privacy has been 
invaded by the “trusted” other party. Using the context of online market places, Pavlou and Gefen (2005) demonstrated that 
to an individual customer, a psychological contract violation by an individual seller leads to the perception of psychological 
contract violation by the entire community of sellers, which in turn heightens the individual’s perceived risks from 
community of sellers. Thus it could be argued that an online privacy invasion is tantamount to a breach of psychological 
social contract, which would generate feelings of betrayal, resentment, and anger (Rousseau 1989) and create a perception of 
injustice (Pate and Malone 2000).  Such feelings could lead to increased risk beliefs about all websites and Internet in general 
(Pavlou and Gefen 2005). In the same vein, it could be argued that previous online privacy invasion leads to increased risk 
beliefs associated with providing health information online, and heightens the privacy concern of the concerned individuals. 
Hypothesis 6: Perception of previous online privacy invasion is positively associated with higher privacy concern. 
Hypothesis 7: Perception of previous online privacy invasion is positively associated with higher risk beliefs associated with 
providing health information online.  
 
Risk Beliefs Associated with Providing Health Information Online 
Risk has been defined as “the possibility of loss” (Yates and Stone 1992 pg. 4). Perception of risk can be related to 
the uncertainty caused by the possibility of the vendor’s opportunistic behavior that can result in loss for the consumer 
(Ganesan 1994). Pavlou (2003) argues that “the distant and impersonal nature of the on-line environment and the implicit 
uncertainty of using a global open infrastructure for transactions have rendered risk an inevitable element of e-commerce” 
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(pg. 109). Using the privacy calculus model and social exchange theory lens, Dinev and Hart (2006) demonstrated that 
willingness to provide personal information depends upon the risk-benefit analysis, in such a way that perception of higher 
risk lowers the trust and hence the willingness to disclose the personal information. Though researchers generally argue that 
trusting beliefs enhance trusting intentions by lowering the risk beliefs (Malhotra et al 2004; McKnight et al, 2002; Pavlou 
and Gefen 2005), privacy calculus model demonstrates that risk beliefs lower trust as well. Since the focus of trust construct 
in this study is related to a given website, whereas the risk beliefs are associated with providing health information online in 
general, we argue that risk beliefs impact trust in the website.  Hence,  
Hypothesis 8: The extent of risk beliefs associated with providing health information online is negatively associated with 
trust in a website. 
Prior Experience with the Website  
 
Previous research supports the notion that prior positive experience is associated with trust in a website.  Familiarity 
with a website affects consumers’ trusting behavioral intentions (Gefen 2002; Gefen and Heart 2006, Gefen and Straub 2004; 
Jarvenpaa et al 1998; McKnight et al 2002). In context of health infomediaries Song and Zahedi (2006) demonstrate that past 
positive experience leads to favorable trusting beliefs. Hence, 
Hypothesis 9: Prior positive experience with a website is positively associated with trust in the website.  
Hypothesis 10: Prior positive experience with a website is positively associated with increased intentions to disclose health 
information on  the  website.  
 
Privacy Concern 
There are several reasons consumers desire to keep information private (Milne 1997). Among these are intrusion 
(invasion of privacy), disclosure (publicly disclosing embarrassing facts), false light (false public portrayal), and 
appropriation (use of a person’s name without permission) (Nowak and Phelps 1995; Prosser 1960).  Privacy concern is a 
personality disposition that negatively impacts both trusting beliefs (Malhotra et al 2004) and willingness to provide personal 
information on the Internet (Dinev and Hart 2006). Utility theory posits that in order to make a decision, the utility and 
disutility attributes need to counterweigh each other. The privacy concern aggravates the disutility attribute of providing 
information. Hence, 
Hypothesis 11: Higher privacy concern is negatively associated with intention to disclose health information online.  
 
Personal characteristics shape one’s beliefs which in turn impact one’s intentions (Ajzen 1991; Fishbein and Ajzen 
1975). Privacy concern has been shown to be negatively associated with trusting beliefs (Malhotra et al 2004); and trusting 
beliefs have been found to be positively associated with trusting intentions and willingness to disclose personal information 
(McKnight et al 2002). Hence,  




Perceptions that the vendor is honest encourage the consumer to provide personal information (McKnight et al 
2002). Higher level of trust has also been shown to influence users to disclose personal information (Dinev and Hart 2006). 
Trust “can positively influence willingness to disclose personal information” (Dinev and Hart 2006 p. 66). In the context of 
utility theory, trust can be viewed as disutility-reducer, which lowers the disutility associated with providing the information. 
Hence, 
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We tested the research hypotheses using student population. Students were recruited through an email 
announcement. The research study was conducted in a lab using online access. Participants were randomly assigned to view 
one out of three health websites. After viewing the website the participants answered a few questions about the contents of 
the website and completed the instrument.  A total of 367 observations were collected. 
 
Operationalization of variables 
 
To ensure construct validity we used items from existing scales wherever possible. We converted the items to 
semantic differential (0-10), so as to minimize common method bias. Table 1 shows the definition of constructs and the 
sources of items.  Dimensions of culture were adopted from multiple sources. 
 
Analysis and Results 
 
We conducted exploratory factor analysis to examine the discriminant validity. From the exploratory factor analysis 
(EFA), three dimensions for personality trait—agreeableness, conscientiousness, and emotional stability— emerged. For the 
rest of constructs, no cross loading above 0.40 (McKnight et al 2002) were observed and all the items loaded together into the 
intended factor, supporting the discriminant validity of proposed constructs. We examined the reliability of the measures, 
known to be of critical importance (Song and Zahedi 2005; Moore and Benbasat 1991; Straub et al 2002, 2004).  As Table 2 
shows, the Cronbach Alpha values are well above the cut off point of .70 (Nunnally 1978), and the composite factor 
reliability values are greater than the recommended threshold of 0.70 (Segars 1997). The AVE values for the constructs 
exceed the threshold of .50 (Segars 1997), indicating that the constructs have captured a relatively high level of variance 
(Fornell and Larcker 1981).  
 
Table 1. Operationalization of Variables 
Construct Construct Definition Source 
Intention to disclose Intention to disclose private health information Malhotra et al (2004) 
Trust  Trust in a health website Gefen et al. (2003) 
Privacy Concern Health Information Privacy Concern Dinev and Hart 2006 
Experience with the website Prior positive experience with the health website Song and Zahedi (2006) 
Risk beliefs  Risk beliefs about submitting health information on 
the Internet in general 
Malhotra et al (2004) 
Previous online privacy invasion Previous experiences of cases that individuals 
believes his/her privacy has be compromised 
Awad and Krishnan (2006) 
Personality Inventory Comprising of the following five dimensions: 
extrovertness, agreeableness, conscientiousness, 
emotional stability and imagination 
Fraj and Martinez (2006); 
Goldberg (1990) 
Culture Espoused national culture values, basically based 
on Hofstede (1980) dimensions but applied at 
individual level rather than national level. Selected 
dimensions are masculinity-femininity, 
individualism-collectivism from Hofstede (1980), 
and human orientation dimension from Globe study 
(House et al. 2004)  
Srite et al.(2006); Dorfman & 
Howell (1988); Hofstede (1980) 
Globe Study by House et al.  
(2004) 
Perceived Health Information 
Sensitivity 
Perception about the sensitivity of health 
information 
Self developed 
Health Status Perceived state of individual’s health Self developed 
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We also estimated the measurement model (Anderson and Gerbing 1982). Factor loadings coefficients for all items 
were quite high. The t-values were well above 2.54 threshold (ranging from 10.01 to 47.97), supporting the statistical 
significance of factor loadings (Muthén and Muthén 2003). Furthermore, square root of AVE for each construct was greater 
than the correlation values of the construct with other constructs (Fornell and Larcker 1981). All constructs pass the guideline, 
providing evidence for their discriminant validity (Table 3).  
 
Furthermore, we checked for common method variance. “Common method variance” refers to variance that is 
attributable to the measurement method rather the construct of interest” (Podsakoff et al. 2003 p.879). We analyzed common 
method variance using Harman’s single factor test. This test involves exploratory factor analyses of all items to “determine 
whether the majority of the variance can be accounted for by one general factor” (Podsakoff et al. 2003 p. 890).  The first 
factor in this study extracted 14% of the variance, which is not large enough to indicate common method bias (Igbaria et al 
1997).  
 
The fit indices of the measurement model are reported in Table 4. The fit indices of the measurement model are 
desirably above (or below) the threshold, providing further support for the model fit (Hu and Bentler 1999).  
 
Table 2.  Reliability, CFR and AVE 




Personality-agreeableness 0.884 0.915 0.731
Personality-conscientiousness 0.841 0.884 0.605
Personality-emotional stability 0.862 0.897 0.637
Culture-individuality 0.892 0.918 0.693
Culture-femininity 0.908 0.928 0.764
Culture-humane orientation 0.774 0.862 0.677
Perceived information sensitivity 0.869 0.902 0.606
Privacy concern 0.897 0.911 0.774
Previous online privacy invasion 0.936 0.955 0.876
Past positive experience with the website 0.959 0.974 0.926
Trust in the website 0.906 0.935 0.782
General Risk beliefs 0.906 0.879 0.707
Intention to disclose information 0.973 0.982 0.948
Health status 0.804 0.875 0.701
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Model Estimation Results 
 
The model was estimated using SEM and Mplus software (developed by Muthén and Muthén 2003, based on 
Muthén 1984 and Muthén and Satorra 1995). The estimation used the mean-adjusted maximum likelihood, which adjusts the 
estimation result for the non-normality in data. The fit indices for both measurement and estimation models are given in 
Table 4.  The normed chi-square as well as SRMR, RMSEA are desirably below the threshold. GFI and NFI are slightly 
lower than the prescribed cut off of.90.  However, the average of GFI (AGFI) and normed-NFI (NNFI) are desirably above 
the threshold (Gefen et al 2000). The estimated model is shown in Figure 2. 
 
Table 4. Fit Indices 
Fit indices Estimation Model Measurement Model Recommended cutoff value 
Normed Chi-square 1.55 1.48 < 3.0 or 5.0 
SRMR 0.065 0.046 <0.10 
RMSEA 0.039 0.036 <0.06 
GFI 0.85 0.86 >0.90 
AGFI 0.84 0.84 >0.80 
NFI 0.85 0.86 >0.90 
NNFI 0.93 0.94 >0.90 
TLI 0.93 0.94 >0.90 
CFI 0.94 0.95 >0.90 
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The results show that the personal dispositions influence privacy and trust constructs.  More specifically, poor health 
status increases perceived information sensitivity significantly with a high path coefficient, which in turn significantly 
impacts privacy concern regarding disclosing health information.  Considering the impacts of personality traits, the results 
show that emotional stability has a significant negative impact on perceived health information sensitivity whereas 
conscientiousness has a positive impact on information sensitivity and agreeableness has no influence on it.   
Considering dimensions of culture, femininity influences privacy concern significantly whereas humane orientation 
influences trust. Individualism has no impact on privacy concern, but has a marginal impact on trust in the website.  
Moreover, previous online privacy invasion has a significant impact both on privacy concern and risk beliefs.  Prior 
experience with the website also has a positive and significant influence on trust as well as the intention to disclose health 
information.  Risk beliefs have a negative influence on trust.  The results show that privacy concern and trust are two main 
determinants of intention to disclose health information.   
 
Discussion   
 
The broad objective of this work was to investigate the impact of personal dispositions on forming privacy concern 
and trust when dealing with disclosure of health information online.  We used utility theory and prospect theory to argue for 
the importance of personal dispositions.  Our work is one of the first to provide a comprehensive list of constructs related to 
the personal dispositions in the context of disclosing personal health information.  We identified personal dispositions that 
influence constructs on the path to health information disclosure.  Poor health status is a context-dependent construct that 
heightens the perception of health information sensitivity.  Unhealthy individuals are concerned about disclosure of their 
health information that could damage their status, employment opportunities or their social standing.  Personality traits also 
impact perception of health information sensitivity, but in a different fashion.  Emotional stability decreases this sensitivity 
whereas conscientiousness increases the sensitivity.  Together, personality traits and health status influence the perception of 
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into play in the form of culture and prior experiences of privacy invasion. Privacy concern is heightened almost equally by 
the femininity dimension of individuals’ culture as well by prior privacy invasion experiences.  In other words, the role of 
culture in the form of collective social programming is as strong as direct first-hand experience of privacy invasion.  A 
similar result is observed in personal dispositions’ impact on trust.  The impact of culture in the form of humane orientation is 
stronger than personal experiences with the website.  Again, collective social programming in the form of humane orientation 
is stronger than first-hand prior experience with the website in trusting it.  This is an important finding, that social 
programming in the form of cultural dimensions are as influential (and at time even more influential) than negative or 
positive first-hand personal experiences.   
The findings of this research are important for managers of websites requiring health information disclosure. The 
managers need to be cognizant of culture, personality and health status of their customers and find a way to counter 
perceptions about information sensitivity by providing necessary assurance and social support. Moreover, from research 
perspective, the findings also suggest the importance of context in studying trust and online privacy behavior. 
The role of privacy concern and trust in disclosing health information is interesting in our analysis.  Privacy concern 
does not impact trust, but directly influences willingness to disclose personal health information.  We also found that trust 
plays a much more important role in intention to disclose than privacy concern. It shows that privacy concern of individuals 
could be overcome if a website succeeds to build trust.  In other words, once trust is gained, the influence of other factors 
may gradually fade away. 
 
Limitations and Extensions 
The study has limited generalizability since the participants were college students living in the Midwest region.  All 
items were self reported including the intention to disclose. While information systems researchers have made substantial 
progress in examining behavioral aspects related with trust and technology adoption, little has been done to examine the 
privacy concern and intention to disclose in healthcare domain and the role of personal dispositions. As the reliance on the 
Web for collecting and disseminating health information increases, a deeper understanding of what makes people trust 
websites to disclose their personal information will be needed in order to facilitate web-based healthcare. Our work makes a 
contribution in this direction.  Furthermore, our work shows that studies of trust within different context is of great value and 
there is a need to investigate the nature of privacy and trust issues in a comparative study of different contexts.   
 
References  
Ajzen, I. “The Theory of Planned Behavior,” Organizational Behavior and Human Decision Processes (50:2), 1991, pp. 179-
211. 
Anderson, J., and Gerbing, D. “Some methods for respecifying measurement models to obtain uni-dimensional construct 
measurement,” Journal of Marketing Research (19:4), 1982, pp. 453-460. 
Awad, N.F., and Krishnan, M.S. “The personalization privacy paradox: an empirical evaluation of information transparency 
and the willingness to be profiled online for personalization,” MIS Quarterly (30:1) 2006, pp. 13-28. 
Ben-Akiva, M., and Lerman, S.R. Discrete Choice Analysis: Theory and Application to Travel Demand, MIT Press, 
Cambridge , MA, 1985. 
Berscheid, E. “Privacy: A Hidden Variable in Experimental Social Psychology,” Journal of Social Issues (33), 1977, pp. 85-
101. 
Bodenheimer, T., and Grumbach, K. “Electronic Technology: A spark to revitalize primary care?” Journal of the American 
Medical Association (290:2), 2003, pp. 259-264. 
Cantor, J.D. “Privacy Protections for Cybercharts: An Update on the Law,” Journal of the American Medical Association 
(285:13), 2001, pp. 1767. 
Caudill, M.E., and Murphy, E.P. “Consumer online privacy: legal and ethical issues,” Journal of Public Policy & Marketing 
(19:1), 2000, pp 7-19. 
Cespedes, F.V., and Smith, H.J. “Database Marketing: New Rules for Policy and Practice,” Sloan Management Review (34:4), 
1993, pp. 7-22. 
Cozby, P.C. “Self-disclosure: A Literature Review,” Psychological Bulletin (79), 1973, pp. 73-91. 
Culnan, M.J. “How Did They Know My Name? An Exploratory Investigation of Consumer Attitude Toward Secondary 
Information Use,” MIS Quarterly (17:3), 1993, pp. 341-363. 
Bansal et al.                                                                                                        Personality, Culture and Health Information Privacy Concern 
12 
Culnan, M.J. “Consumers Awareness of Name Removal Procedures: Implications for Direct Marketing,” Journal of Direct 
Marketing (9:2), 1995, pp. 10-19. 
Darlega, V.J., and Charkin, A.L. “Privacy and Self-Disclosure in Social Relationships,” Journal of Social Issues (33), 1977, 
pp. 102-115. 
Dinev, T., and Hart, P.  “An Extended Privacy Calculus Model for E-Commerce Transaction,” Information Systems Research 
(17:1), 2006, pp. 61-80. 
Donaldson, T., and Dunfee, W.T. “Toward a Unified Conception of Business Ethics: Integrative Social Contracts Theory,” 
Academy of Management Review (19), April 1994, pp. 252-284. 
Donaldson, T., and Dunfee, W.T. “Integrative Social Contracts Theory: A Communication Conception of Economic Ethics,” 
Economics and Philosophy (11), April 1995, pp. 85-112. 
Donaldson, T., and Dunfee, W.T. Ties that Bind: A Social Contracts Approach to Business Ethics, Harvard Business School 
Press, Cambridge, MA, 1999.  
Doney, P.M., Cannon, J.P., and Mullen, M.R. “Understanding the Influence of National Culture on the Development of 
Trust,” The Academy of Management Review (23:3), 1998, pp. 601-620. 
Dorfman, P.W., and Howell, J., “Dimensions of National Culture and Effective Leadership Patterns: Hofstede Revisited,” 
Advances in International Comparative Management (Vol 3), E.G. McGoun (ed.), JAI press, Greenwich, CT, 3, 1988, pp. 
127-149. 
Fishbein, M., and Ajzen, I. Belief, Attitude, Intention, and Behavior: An Introduction, Addison-Wesley, Reading, MA, 1975. 
Fornell, C., and Larcker, D.F. “Evaluating structural equation models with unobservable variables and measurement error,” 
Journal of Marketing Research (18:1), 1981, pp. 39-50. 
Fraj, E., and Martinez, E. “Influence of Personality on Ecological Consumer Behavior,” Journal of Consumer Behavior (5), 
2006, pp. 167-181. 
Fukuyama, F. Trust: The Social Virtues and the Creation of Prosperity, The Free Press, New York, 1995. 
Gallivan, M., and Srite, M. “Information Technology and Culture: Identifying Fragmentary and Holistic Perspectives of 
Culture,” Information & Organization (14:4), 2005, pp. 295-338. 
Ganesan, S. “Determinants of long-term orientation in buyer-seller relationships,” Journal of Marketing (58:1), 2004, pp. 1-
19. 
Gefen, D. “Reflections on the Dimensions of Trust and Trustworthiness Among Online Consumers,” The DATABASE for 
Advances in Information Systems (33:3), 2002, pp. 38-53. 
Gefen, D., and Heart, T. “On the Need to Include National Culture as a Central Issue in E-Commerce Trust Beliefs,” Journal 
of Global Information Management (14:4), 2006, pp. 1-30. 
Gefen, D., Karahanna, E., and Straub, D.W.  “Trust and TAM in Online Shopping: An Integrated Model,” MIS Quarterly 
(27:1), 2003, pp. 51-90. 
Gefen, D., Straub, D.W., and Boudreau, M.C. “Structural Equation Modeling and Regression: Guidelines for Research 
Practice,” Communications of Association of Information Systems (4), 2000, pp. 1-79. 
Gefen, D., and Straub, D.W. “Consumer Trust in B2C Ecommerce and the Importance of Social Presence: Experiments in e-
Products and e-Services,” Omega: The International Journal of Management Sciences (32:6), 2004, pp. 407-424. 
Goldberg, L.R. “An Alternative ‘Description of Personality’: The Big-Five Factor Structure,” Journal of Personality and 
Social Psychology (59:6), 1990, pp. 1216-1229. 
Harris-Interactive, and Westin, A.F. “The Harriss Poll: #46,” Harris Interactive, New York, 2002. 
Hofstede, G. Culture’s Consequences: International Differences in Work-Related Values, Sage Publications, Beverly Hills, 
CA, 1980. 
House, R.J., Hanges, P.J., Javidan, M., Dorfman, P.W., and Gupta, V. Culture, Leadership, and Organizations: The Globe 
Study of 62 Societies, Sage Publications, Thousand Oaks, CA, 2004. 
Hu, L., and Bentler, P.M. “Cut-off Criteria for Fit Indexes in Covariance Matrix Analysis: Conventional Criteria versus New 
Alternatives,” Structural Equation Modeling ( 6:1), 1999, pp.. 1-55. 
Huff, L., and Kelley, L. “Levels of Organizational Trust in Individualist versus Collectivist Societies: A Seven Nation 
Study,” Organization Science (14:1), 2003, pp. 81-90. 
Igbaria, M., Zinatelli, N., Cragg, P., and Cavaye, A.L.M. “Personal Computing Acceptance Factors in Small Firms: A 
Structural Equation Model. MIS Quarterly (21:3), 1997, pp. 279-302. 
Jarvenpaa, S.L., Knoll, K., and Leidner, D.E.  “Is Anybody Out There? Antecedents of Trust in Global Virtual Teams,” 
Journal of Management Information Systems (14:4), 1998, pp. 29-64. 
Bansal et al.                                                                                                        Personality, Culture and Health Information Privacy Concern 
13 
Karahanna, E., Evaristo, R., and Srite, M. “Levels of Culture and Individual Behavior: An Integrated Perspective,” Journal of 
Global Information Management (13:2), 2005, pp. 1-20. 
Lastovicka, J.L., and Joachimsthaler, E.A. "Improving the Detection of Personality-Behavior Relationships in Consumer 
Research," Journal of Consumer Research (14:4), 1988, pp.583-7.  
Lazarou, J., Pomeranz, B.H., and Corey, P.N. “Incidence of Adverse Drug Reactions in Hospitalized Patients: A Meta-
Analysis of Prospective Studies,” Journal of the American Medical Association (279), 1998, pp 1200-1205. 
Luce, R.D. Individual Choice Behavior: A Theoretical Analysis, Wiley, New York, 1959. 
Luck, J., Chang, C., Brown, E.R., and Lumpkin, J. “Using Local Health Information to Promote Public Health,” Health 
Affairs (25:4), 2006, pg. 979-991.  
Malhotra, N.K., Kim, S.S., and Agarwal, J.  “Internet Users’ Information Privacy Concerns (IUIPC): The Construct, the 
Scale, and a Causal Model,” Information Systems Research (15:4), 2004, pp. 336-355. 
Masys, D., Baker, D., Butros, A., and Cowles, K.E. ”Giving Patients Access to Their Medical Records via the Internet: The 
PCASSO Experience,” Journal of American Medical Informatics Association (9:2), March 2002, pp. 181-191. 
McCoy, S., Galletta, D.F., and King, W.R. “Integrating National Culture into IS Research: The Need for Current Individual 
Level Measures,” Communications of the Association for Information Systems (15), 2005, pp. 211-224. 
McFadden, D.L. “The Choice Theory Approach to Market Research,” Marketing Science (5:4), Fall 1986, pp. 275-297. 
McFadden, D.L. “Economic Choices,” American Economic Review (91:3), June 2001, pp. 351-378. 
McKnight, D.H., Choudhury, V., and Kacmar, C. “Developing and Validating Trust Measures for E-Commerce: An 
Integrative Typology,” Information Systems Research (13:3), 2002, pp. 334-359. 
Milberg, S.J., Burke, S.J., Smith, H.J., and Kallman, E.A. “Values, Personal Information Privacy, and Regulatory 
Approaches,” Association for Computing Machinery. Communications of the ACM (38:12), 1995, pp. 65-74. 
Milne, G.R. “Consumer participation in mailing lists: A field experiment,” Journal of Public Policy & Marketing (16:2), 
1997, pp. 298-309. 
Milne, G.R., and Gordon, M.E. “Direct Mail Privacy-Efficiency Trade-Offs within an Implied Social Contract Framework,” 
Journal of Public Policy and Marketing (12), Fall 1993, pp. 206-215. 
Moore, G.C., and Benbasat, I.  “Development of an Instrument to Measure the Perceptions of Adopting an Information 
Technology Innovation,” Information Systems Research (2:3), 1991, pp. 192-222.  
Muthén, B.O.  “A General Structural Equation Model with Dichotomous, Ordered Categorical and Continuous Latent 
Variable Indicators,” Psychometrica (49:1), 1984, pp. 115-132. 
Muthén, B.O., and Muthén, L. “The Comprehensive Modeling Program for Applied Researchers User Guide,” Muthén & 
Muthén, Los Angeles, CA, 2003. 
Muthén, B., and Satora, A. “Technical Aspects of Muthén’s LIS-COMP Approach to Estimation of Latent Variable Relations 
with a Comprehensive Measurement Model,” Psychometrica (60), 1995, pp. 489-503. 
Nowak, G.J., and Phelps, J. "Direct Marketing and the Use of Individual-Level Consumer Information: Determining How 
and When 'Privacy' Matters," Journal of Direct Marketing (9:3), 1995, pp. 46-60. 
Nowak, G.J., and Phelps, J. “Understanding Privacy Concerns: An Assessment of Consumers’ Information Related 
Knowledge and Beliefs,” Journal of Direct Marketing (6:Autumn), 1992, pp. 28-39. 
Nunnally, J. Psychometric Theory, McGraw-Hill, New York, 1978. 
Pate, J., and Malone, C. “Enduring Perceptions of Violation,” Human resource Management International Digest (8:6), 2000, 
pp. 28-31. 
Pavlou, P.A. “Consumer Acceptance of Electronic Commerce: Integrating Trust and Risk with the Technology Acceptance 
Model,” International Journal of Electronic Commerce (7:3), 2003, pp. 101-134. 
Pavlou, PA., and Gefen, D. “Psychological Contract Violation in Online Marketplaces: Antecedents, Consequences, and 
Moderating Role,” Information Systems Research (16:4), 2005, pp. 372-434. 
Pedersen, D.M. “The Measurement of Individual Differences in Perceived Personality-Trait Relationships and their Relation 
to Certain Determinants,” Journal of Social Psychology (65), 1965, pp. 233-258. 
Pedersen, D.M. “Evaluation of Self and Others and Some Personality Correlates,” Journal of Psychology (71), 1969, pp. 225-
258. 
Phelps, J., Nowak, G., and Ferrell, E. “Privacy Concerns and Consumer Willingness to Provide Personal Information,” 
Journal of Public Policy & Marketing (19:1), 2000, pp. 27-41. 
Bansal et al.                                                                                                        Personality, Culture and Health Information Privacy Concern 
14 
Podsakoff, S., MacKenzie, B., Lee, J.Y., and Podsakoff, N.P.  “Common Method Biases in Behavioral Research: A Critical 
Review of the Literature and Recommended Remedies,” Journal of Applied Psychology (88:5), 2003, pp. 879-903. 
Porter, L.W., and Lawler, E.E. Managerial Attitudes and Performance, Irwin-Dorsey, Homewood, IL, 1968. 
Prosser, W. “Privacy,” California Law Review (48), 1960, pp. 383-422. 
Rindfleisch, T.C. “Privacy, Information Technology, and Health Care,” Communications of the ACM (40:8), August 1997, pp. 
93-100. 
Rose, G., and Straub, D. “Predicting General IT Use: Applying TAM to the Arabic World,” Journal of Global Information 
Management (6:3), 1998, pp. 39-46. 
Rosenbaum, B.L. “Attitude toward Invasion of Privacy in the Personnel Selection Process and Job Applicant Demographic 
and Personality Correlates,” Journal of Applied Psychology (58), 1973, pp. 333-338. 
Rousseau, D.M. “Psychological and Implied Contracts in Organizations,” Journal of Employee Responsibilities Rights (2:1), 
1989, pp. 121-139. 
Segars, A.H.  “Assessing the Unidimensionality of Measurement:  A Paradigm and Illustration within the Context of 
Information Systems Research,” Omega (25:1), 1997, pp. 107-121. 
Shaffer, T.R., and O’Hare, B.S. “The Effects of Country of Origin on Trust and Ethical Perceptions of Legal Services,” The 
Service Industries Journal (15:2), 1995, pp. 162-185. 
Shane, S.A. “The Effect of Cultural Differences in Perceptions of Transaction Costs on National Differences in the 
Preference for Licensing,” Management International Review (32:4), 1992, pp. 295-311. 
Sheehan, K.B., and Hoy, M.G., “Dimensions of Privacy Concern among Online Consumers,” Journal of Public Policy & 
Marketing (19:1), 2000, pp. 62-73. 
Shortlife, E.H. Diffusion of Innovations, (4th ed.) The Free Press, New York, 1999. 
Song, J. and Zahedi, F.M. “A Theoretical Approach to Web Design in E-Commerce: A Belief Reinforcement Model,” 
Management Science (51:8), 2005, pp. 1219-1235. 
Song, J. and Zahedi, F.M. “Trust in Health Infomediaries,” Decision Support Systems, 2006.  
Srite, M., and Karahanna, E., “The Role of Espoused National Cultural Values in Technology Acceptance,” MIS Quarterly 
(30:3), September 2006, pp. 679-704. 
Stone, D.L. “Relationship Between Introversion / Extroversion, Values Regarding Control Over Information, and Perceptions 
of Invasion of Privacy,” Perceptual and Motor Skills (62), 1986, pp. 371-376. 
Stone, E.F., and Stone, D.L., “Privacy in Organizations: Theoretical Issues, Research Findings, and Protection Mechanisms,” 
Research in Personnel and Human Resources Management (8), 1990, pp. 349-411. 
Straub, D., Bourdreau, M.C., and Gefen, D. 2004. Validation heuristics for IS positivist research. Comm. AIS. 14. 380-426. 
Straub, D., Keil, M., and Brenner, W. „Testing the Technology Acceptance Model Across cultures: A Three Country 
Study,“ Information & Management (33:1), 1997, pp. 1-11. 
Straub, D., Hoffman, D., Weber, B., and Steinfield, C. 2002. Measuring e-commerce in „Net“-enabled organizations. 
Information Systems Research. 6:2. 144-176. 
Tisnado, D.M., Adams, J.L., Liu, H., Damberg, C.L., Hu, F.A., Chen, W., Carlisle, D.M., Mangione, C.M. and Kahn, K.L. 
“Does the Concordance Between Medical Records and Patient Self-Report Vary with Patient Characteristics?,” Health 
Services & Outcomes Research Methodology (6) 2006, pp. 157-175. 
Tversky, A., and Kahneman, D., “Rational Choice and the Framing of Decisions,” The Journal of Business (59:4), 1986, pp. 
S251-S278. 
USC Annenberg School of Communication - Center for the Digital Future, “Surveying the Digital Future – Year Four” 
http://www.digitalcenter.org/downloads/DigitalFutureReport-Year4-2004.pdf (last accessed Mar 2, 2007) 
Wang, P. and Petrison, L. “Direct Marketing Activities and Personal Privacy: A Consumer Survey,” Journal of Direct 
Marketing (7:1), 1993, pp. 7-19. 
Westin, A.F. “Social and Political Dimensions of Privacy,” Journal of Social Issues (59:2), 2003, pp. 431. 
Westin, A.F. Privacy and Freedom, 1967, Atheneum, New York. 
Westin, A.F. “Improving access and Protecting Privacy,” in: Connecting Americans to their Health Care, Washington, DC. 
December 2006, http://www.phrconference.org/conf_resources/presentations/dec7/improving_access.pdf (last accessed 
March 2, 2007) 
Xu, H., Teo, H., and Tan, B.C.Y. “Information privacy in the digital era: an exploratory research framework,” in: 
Proceedings of the Twelfth Americas Conference on Information Systems, Acapulco, Mexico, August 2006. 
Bansal et al.                                                                                                        Personality, Culture and Health Information Privacy Concern 
15 
Yates, J.F., and Stone, E.R. “The risk construct,” in Yates, J.F. (eds.) Risk-taking Behavior, Wiley, Chichester, 1992, pp. 1-
25. 
Zucker, L.G. “Production of Trust: Institutional Sources of Economic Structure,” in B. Stan, L. Cummings (Eds.), Research 
in Organizational Behavior, JAZ Press, Greenwich, CT, 1986, pp. 53-111. 
